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(57) An image processing apparatus which can ex- 
ecute an image process which is desired by a client 
while minimizing a connection time and an interactive 
communication between the client and the image 
processing apparatus is provided. To accomplish the 
above object, according to the invention, there Is pro- 
vided an image processing apparatus tor receiving an 
agent including an operation train via a network and al- 
lowing an image processing unit to execute image proc- 
esses. This apparatus is constructed by; control means 
for controlling the image processing unit; interpreting 
means for interpreting the operation train of the agent; 
and message output means for outputting a message 
to the control means in response to the operation train 
interpreted by the interpreting means. 
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Description 

BACKGROUND OF THE INVENTION 
Field of the Invention 

[0001] The invention relates to an image processing 
apparatus having an image processing unit to perform 
image processes and to a control method of such an 
image processing apparatus. The invention also relates 
to a storage medium in which a control program for such 
an image processing apparatus has been stored. 

Related Background Art 

[0002] Hitherto, OA (Office Automation) apparatuses 
such as a copying machine, facsimile, printer, image 
scanner, image file system, telephone with an advanced 
function, and the like have widely been used. 
[0003] Hitherto^ most of those OA apparatuses are 
not connected to a network but have provided functions 
while being limited in sole equipment. In recent years, 
however, those OA apparatuses used so far in a stand- 
alone manner are connected to a network such as an 
Ethernet or the like and are started to be commonly used 
by a plurality of computers or the like as clients. 
[0004] For example, a technique such that a plurality 
of clients commonly use image processing apparatuses 
such as a copying machine, facsimile, printer, image 
scanner, and the like via a network has been put into 
practical use relatively from early on. 
[0005] In the conventional technique, however, when 
the clients use such OA apparatuses via the network, 
the OA apparatuses need to be always communicated 
with the clients via the network for a period of time of 
processes. 

[0006] For example, when a client program which is 
executed on a client such as a work station, personal 
computer, portable information terminal, or the like uses 
services which are provided by the OA apparatus, a 
processing request and data necessary lor processes 
are transmitted to a sen/er program that is executed on 
the OA apparatus in accordance with a predetermined 
protocol, for example, a network protocol such as LPR, 
PAP, or the like. Thus, the client controls the operation 
of a target OA apparatus. 

[0007] Further, the client program receives a re- 
sponse and necessary data from the server program in 
accordance with the necessity. The client discriminates 
the contents of the response from the OA apparatus and 
transmits a new instruction request to the OA apparatus 
in accordance with them. 

[0008] Such a server client system is installed in var- 
ious network protocols such as TCP/IP and the like and 
is used. However, it is necessary to continue an inter- 
active communication between the server and the client 
while a service is being provided. 
[0009] On the other hand, in the field of a distributive 



calculation purely comprising computers, in recent 
years, its technique has been developed from the tech- 
nique such as a remote procedure call in which the dis- 
tributive calculation is performed by repeating the inter- 
active communication by a protocol to the technique 
, called a mobile agent in which the executable program 
object itself moves on a network and executes the dis- 
tributive calculation. Various techniques have been pro- 
posed. 

[0010] As examples of realizing the distributive calcu- 
lation system by the mobile agent, various systems such 
as "Telescripf of General Magic Co., Ltd. of U.S.P. No. 
560303 and "Aglets" of IBM Tokyo Basic Laboratory 
have been well known. 

[001 1] The mobile agent comprises a command train 
and data necessary to execute them and is not limited 
to one certain execution environment but moves from a 
certain execution environment to another execution en- 
vironment and is executed on a dedicated interpreter 
[0012] However, the above conventional techniques 
have the following problems. 

[001 3] First, in the client server system, for the sen/er 
process, a client process frequently performs the re- 
quest of a service and the transmission of the data nec- 
essary for processes of the service. While controlling a 
physical mechanism of the OA apparatus correspond- 
ing to the request, the server process frequently per- 
forms a response to the client process and the return 
transmission of a processing result in accordance with 
the necessity. Moreover, as the sen/ice to be requested 
becomes finer, the interactive communication between 
the client process and the server process has to be re- 
peated many times in accordance with it. 
[0014] Importance has recently been made to a re- 
quest such that the sen/ice which is provided by the OA 
apparatus is finely controlled from the client. However, 
if it is intended to meet this request by the interactive 
communication of information by the conventional con- 
trol protocol, traffic of the network increases due to it. 
Therefore, the user has to use an expensive network 
infrastructure of higher performance and it is economi- 
cally disadvantageous. 

[0015] Second, if the interactive communication by 
the control protocol is continuously maintained between 
the client process and the server process, the OA ap- 
paratus has to execute in parallel both of the control of 
the physical mechanism to provide the service and the 
interactive communication by the network communica- 
tion. A burden on the OA apparatus due to it is large. In 
the case where the OA apparatus Is a multiclient type 
apparatus which provides services to a plurality of cli- 
ents, particularly, such a burden is large. 
[001 6] That is, to maintain the connection of the com- 
munication via the network while controlling the physical 
mechanism which the apparatus has in order to provide 
the service, a processor of higher performance is nec- 
essary as a processor of the apparatus. A mernory of a 
larger capacity is also needed. This becomes a cause 
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of an increase in costs of the apparatus nnain body. 
[0017]' Third, according to the method of using the 
communication protocol in order to perform a series of 
inleraclive processes for controlling the OA apparatus, 
a command system to control the apparatus has to be 
previously designed and installed as a command proto- 
col. Therefore, in future, when a new using method of 
the apparatus is expanded, in order to realize such a 
new using method, the command protocol also has to 
be expanded. 

[0018] Thus, both of the client process and the server 
process have to be changed (version-up of the program) 
so as to correspond to the expanded command protocol. 
This results in a troublesomeness for the user and, par- 
ticularly, since the program of the server process built 
in the conventional OA apparatus is generally called 
firmware and is stored in a non-volatile memory or the 
like, much costs are required to update the program or, 
in many cases, the updating of the program is exactly 
impossible. Therefore, expandability of the service that 
is provided by the OA apparatus decreases, 
[0019] Fourth, the mobile agent proposed recently in 
the field of the distributive calculation is a method of a 
distributive programming on the computer. Therefore, in 
the mere mobile agent proposed in the field of the dis- 
tributive calculation, it is impossible to perfectly satisfy 
the foregoing recent various requirements requested for 
the conventional OA apparatuses. Particularly, the mo- 
bile agent in such a field intends to distributively perfomn 
the calculation to solve a certain problem and does not 
aim to control another computer from a remote location. 
[0020] Although the above requirements can be sat- 
isfied to a certain extent by installing the mobile agent 
to the server computer to exclusively perform the control 
of the OA apparatus such as represented by the print 
server under an execution environment, a network or a 
communication infrastructure in place of it is still neces- 
sary between the server computer and the OA appara- 
tus. 

[0021] Therefore, there is still a problem of a traffic on 
the communication medium and a burden of an interface 
process on the OA apparatus side is also not reduced. 
Further, if the communication between the OA appara- 
tus and the server computer to exclusively perform the 
control of the OA apparatus is executed in accordance 
with the conventional interactive protocol, expandability 
of the service that is provided by the OA apparatus itself 
also decreases in a manner similar to the third problem. 
Since the user has to newly prepare the dedicated serv- 
er computer for the apparatus, it is disadvantageous 
from an economical viewpoint and In consideration of 
the installing area. 

SUMMARY OF THE INVENTION 

[0022] To solve the above problems, according to the 
invention, the client can provide a desired image 
processing service while minimizing a connection time 



that is required to connect to the client and an interactive 
communication with the client. According to the inven- 
tion, excellent expandability of an image process can be 
obtained without being limited to firmware of an image 

5 processing apparatus. 

[0023] To solve the above problems, therefore, ac- 
cording to the invention, there is provided an innage 
processing apparatus for receiving an agent including 
an operation train through a network and allowing an 

10 image processing unit to perform image processes, 
comprising: control means for controlling the image 
processing unit; interpreting means for interpreting the 
operation train of the agent; and message output means 
for outputting a message to the control means in re- 

15 sponse to the operation interpreted by the interpreting 
means. 

BRIEF DESCRIPTION OF THE DRAWINGS 

20 [0024] The accompanying drawings, which are incor- 
porated in and constitute a part of the specification, il- 
lustrate embodiments of the invention, and together with 
the description, sen^e to explain the principles of the in- 
vention. 

25 

Fig. 1 is a block diagram for explaining a construc- 
tion of a network system to which the invention can 
be applied; 

Fig. 2 is a block diagram showing a construction of 
30 an image processing apparatus in Fig. 1 ; 

Fig. 3 is a schematic cross sectional view showing 
a construction of a printer and a scanner in Fig. 2; 
Fig. 4 is a layer diagram showing a construction of 
software that is processed by a processor in Fig. 2; 
35 Fig. 5 is an explanatory diagram showing a struc- 
ture in which a mobile agent in Fig. 4 is coded for 
network transfer; 

Fig. 6 is a flowchart showing the first processing 
procedure which is executed by a command train 
40 of the mobile agent of the invention; 

Fig. 7 is a flowchart showing the second processing 
procedure which is executed by a command train 
of the mobile agent of the invention; 
Fig. 8 is a flowchart showing the third processing 
45 procedure which is executed by a command train 
of the mobile agent of the invention; 
Fig. 9 is a flowchart showing the fourth processing 
procedure which is executed by a command train 
of the mobile agent of the invention; and 
50 Fig. 10 is a diagram showing an example of a meth- 
od of supplying a control program to the image 
processing apparatus. 

DETAILED DESCRIPTION OF THE PREFERRED 
55 EMBODIMENTS 

[0025] Preferred embodiments of the present inven- 
tion will be described in detail in accordance with the 



25 



30 



35 



40 



45 



6/17/05, EAST Version: 2.0.1.4 

1 



5 



EP 0 946 046 A2 



6 



accompanying drawings. 

[0026] Fig. 1 is a diagram showing a construction of 
an office system including an image processing appa- 
ratus as an OA apparatus to which the invention can be 
applied. In Fig. 1 , reference numeral 1 denotes an image s 
processing apparatus, exarnples of the image) 
\ processing apparatus, a copy ing^nrtachirife , a facsimile, / 
a pf inf^f!^r?1nfS5^^*^]T^^^ flierebf r 



ISffi^g^in^^^SR^^ 

[0027] Reference numeral 2 denotes a local area net- ?o 
work (hereinafter, referred to as an LAN) constructed by 
the Ethernet or the like. The LAN 2 enables a mutual 
communication between the apparatuses or between 
the client and the apparatus. Reference numeral 3 de- 
notes client information processing apparatuses such ^5 
as a personal computer, workstation, word processor, 
and the like. Generally, the client information processing 
apparatus has input devices such as a keyboard, 
mouse, and the like which are used when the user inputs 
and output apparatuses such as a display and the like 20 
to output information to the user and is connected to the 
LAN 2. 

[0028] Reference numeral 4 denotes a router for con- 
necting the LAN 2 to another network and enabling a 
communication to be performed between apparatuses 25 
connected to those networks. In case of TCP/IP, the 
router 4 usually provides a function to mutually transfer 
a data frame between the networks having different net- 
work addresses. 

[0029] Reference numeral 5 denotes a wide area net- 30 
work (WAN) such as an internet or intranet. The WAN 5 
mutually connects various LANs by an enterprise dedi- 
cated network to mutually connect a number of net- 
works, an internet, a virtual private network on the inter- 
net, or the like. 

[0030] Reference numeral 6 denotes a second LAN 
that is mutually connected to the first LAN via the WAN 
5; 7 a second router to connect the LAN 6 and WAN 5; 
and 8 a remote client connected to the LAN 6. The re- 
mote client 8 can be connected to the apparatus 1 from ^0 
a remote location via the WAN 5. 
[0031] Fig. 2 is a block diagram showing a functional 
structure of the image processing apparatus 1 in Fig. 1 . 
In Fig. 2, reference numeral 11 denotes a network inter- 
face to transmit and receive data frames to/from the LAN ^5 
2. The network l/F 11 is constructed by an Ethernet in- 
terface or the like. Reference numeral 12 denotes a 
processor (CPU, MPU) to perform various arithmetic op- 
erating processes; and 1 3 a work memory to store a pro- 
gram which is executed by the processor and data re- so 
garding the execution. 

[0032] Reference numeral 14 denotes a non-volatile 
memory (constructed by any one of an ROM, a flash 
. ROM, an NVRAM, an HDD, and the like (not shown) or 
some of them) to store the program which is executed 
by the processor, initial values of the data regarding the 
execution of the program, data necessary to be also 
saved even after the tum-off of a power source, and the 



like. 

[0033] Reference numeral 15 denotes an engine con- 
troller to control an image processing engine (in the di- 
agram, a printer 17 and an image scanner 18) to perform 
image processes by hardware; 16 an image memory to 
store image data; 17 the printer to form an image corre- 
sponding to the image data onto a transfer paper; 1 8 the 
image scanner to read an image from an original and 
form image data; and 19 a processor bus to mutually 
connect the network l/F 11, processor 12, work memory 
13, non-volatile memory 14, engine controller 15, and 
image memory 1 6 and execute the transmission and re- 
ception of data, control information, status of the engine, 
and the like. Reference numeral 20 denotes an Image 
bus to mutually connect the engine controller 15, image 
memory 16, printer 17, and image scanner 18 and per- 
forms the transmission and reception of the image data. 
[0034] Fig. 3 shows an internal structure of the image 
processing apparatus 1 in Fig. Litis assumed that al- 
though the image recording engine can be based on var- 
ious recording systems, it is the image recording engine 
of an electrophotographic system here. 
[0035] In Fig. 3, reference numeral 101 denotes a 
document feeder to sequentially convey originals 
stacked on a copyboard (original supporting base plate) 
one by one onto the surface of a copyboard glass 102. 
When the original is conveyed, a lamp 103 of an image 
scanner unit is lit on and a scanner unit 104 is moved 
and irradiates the original. Reflection light of the original 
passes through mirrors 105, 106, and 107 and a lens 
108 and, after that, enters a CCD image sensor 109. 
[0036] A signal inputted to a printer unit is converted 
to a photosignal by an exposure controller 201 . The pho- 
tosignal irradiates a photosensitive drum 202 in accord- 
ance with an irriage signal. A latent image fomned on the 
photosensitive drum 202 by the irradiation light is devel- 
oped to a toner image by a developer 203. The transfer 
paper is conveyed from a paper tray 204 or 205 in ac- 
cordance with the development timing. In a transfer unit 
206, the developed image is transferred onto the trans- 
fer paper. After the transferred image was fixed onto the 
transfer paper by a fixing unit 207, the transfer paper is 
ejected to the outside of the apparatus from a paper 
ejector 208. The transfer paper ejected from the paper 
ejector is conveyed to each bin in the case where a sort- 
ing function by a sorter 220 operates and is conveyed 
to a top non-sort bin of the sorter when the sorting func- 
tion does not operate. The engine controller 15 in Fig. 
2 is mounted onto a control section 124. 
[0037] Fig. 4 is a layer diagram hierarchically showing 
a software structure which is realized by executing pro- 
gram codes stored in the work memory 13 by using a 
data structure stored in the work memory 1 3 by the proc- 
essor 12 in Fig. 1 (if the non-volatile memory 14 is an 
ROM or the like, the program codes can exist in only the 
non-volatile memory 14). 

[0038] In Fig. 4, each layer can use sen/ices which 
are provided by the lower layers. The lowest layer is an 
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operating system 50 and is a layer to perform a man- 
agement of an execution context of the program, a 
memory management, and the like. Three device driv- 
ers of a network interface driver 51 , a printer control driv- 
er 52, and an image scanner control driver 53 are built 5 
in the operating system 50 and mutually function in an 
interlocking relation manner, 

[0039] The network interface driver 51 controls the 
network l/F 1 1 . The printer control driver 52 controls the 
printer 1 7 via the engine controller 1 5 and image mem- io 
ory 1 6. The image scanner control driver 53 controls the 
image scanner 18 via the engine controller 15 and im- 
age memory 16. 

[0040] The second lowest layer corresponds to vari- 
ous libraries. The various libraries are statistically or dy- '5 
namically linked to an interpreter 45, which will be ex- 
plained hereinlater, and the other application programs 
and mediate between the operating system 50 and the 
application program. Among them, a thread library 46 
provides a thread function to the programs of the upper 20 
layers. A terminology Ihread' denotes a unit of parallel 
processes in the program. Although a plurality of 
threads in a single process (program under execution) 
have different execution contexts (program counter, 
stack, register value, etc.), they commonly use a mem- 2S 
ory space or the like. The switching of the contexts of 
the threads is also called a light weight thread because 
an amount of processes to be executed is smaller than 
that in case of switching the contexts of the process. 
[0041 ] A network interface library 47 is a library to pro- 30 
vide a transmitting and receiving function of data in the 
network by using the network interface driver 51 . A print- 
er control library 48 is a library to provide a printer control 
API (application programming interface) by using the 
printer control driver. An image scanner control library 3S 
49 is a library to provide an Image scanner control API 
by using the image scanner control driver. 
[0042] The third lowest layer is the Interpreter 45. The 
interpreter 45 provides an object execution environment 
for albwingjhe.object^such as a mobile agent to pper- 40 
ate.^he object in the embodiment Is a subset of an ob-) 
^Ject in a well-known object onented paradigm. That is,, 
^^the object is a program structure in which a command } 
(train arid data regarding the execution of the command ; 
train are combined. ; 

[0043] Each object autonomically exists and the ob- > 
\ jects operate in parailel while communicating (message' 
passing) with the other objects. Thus, a series of proc- 
esses is accomplished as a whole. Specifically speak- 
ing, the interpreter 45 interprets a command train of a so 
certain object A and generates a message (command) 
to the other object B in response to the command. When 
the message (command) is generated to the object B, 
the interpreter 45 interprets and executes a command 
train of the object B corresponding to the message 55 
(command). The interpreter 45 generates messages 
(commands) to various lower libraries in accordance 
with the interpretation of the command train of the ob- 



ject. 

[0044] The Interpreter 45 can actually generate the 
message (command) as mentioned above or can mere- 
ly interpret and execute the command train of the other 
object B corresponding to the command of the object A 
without actually generating the message. In the inven- 
tion, in any case, an expression Ihe operation which is 
provided by the other object B is accessed" or "message 
(command) is generated to the other operation B" is 
used. 

[0045] There is an object scheduler in the interpreter 
45 and it intermittently allocates a processing time of the 
processor to each object which operates on the inter- 
preter 45. The object scheduler controls so that the proc- 
esses of the objects are executed virtually in parallel by 
using the thread library 46. 

[0046] An object decoder/encoder exists in the inter- 
preter 45. The command train (scripts) of the object 
stored in the memory In an executable form and the data 
are encoded by the object encoder in a form such that 
they can be substantially reconstructed to a bit train that 
can be transferred through the network. 
[0047] The decoder decodes the bit train which can 
be transferred through the network and develops the ob- 
ject into the memory in an executable form. In the en- 
coding and decoding steps, data compressing and de- 
compressing processes can be also included to reduce 
the traffic on the network. By including the data com- 
pressing and decompressing processes, an amount of 
data which is transferred between the client and the im- 
age recording apparatus can be further reduced and it 
is useful to reduce the traffic on the network. Even when 
a band of the network is narrow as in the dial-up con- 
nection by the modem or TA, a sufficiently practical 
throughput can be obtained. 

[0048] Fig. 5 shows an example of a network packet 
formed by encoding the object. A portion 61 in which the 
data regarding the execution of the object was encoded 
and a command train portion 62 of the object are includ- 
ed in the network packet. 

[0049] The interpreter described here is provided In 
not only the image processing apparatus 1 but also the 
clients 3 and 8. Structures and operations of those in- 
terpreters are substantially the same while also includ- 
ing the following description. 

[0050] In Fig. 4, the top layer corresponds to a plurality 
of objects which are executed on the interpreter. A print- 
er control object 43 provides an operation to control the 
printer via the printer control library and functions as an 
alternate object of the printer 17. 
[0051] For instance, when the operation which is pro- 
vided by the printer control object 43 in the command 
train of the object is accessed, the printer control object 
43 performs a control corresponding to the relevant op- 
eration to the printer 17. 

[0052] Specifically speaking, the interpreter 45 inter- 
prets a command train of a certain object and generates 
a message to the printer control object 43 if the inter- 
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preted operation is an operation that Is provided by the 
printer control object 43. In accordance with the mes- 
sage, the interpreter 45 interprets the.command train of 
the printer control object and controls the printer via the 
printer control library 48 or the like in response to the 5 
interpretation, 

[0053] Similarly, when the object accesses the oper- 
ation which is provided by the printer control object 43 
and is used to obtain the information of the printer 17, 
actual status information or the like of the printer 17 can 
be obtained. 

[0054] An image scanner control object 44 provides 
an operation to control the image scanner via the image 
scanner control library and functions as an alternate ob- 
ject of the image scanner 18. 

[0055] For example, in the command train of the ob- 
ject, when the operation of the image scanner control 
object is accessed, the image scanner control object 
performs a control of the image scanner 1 8 correspond- 
ing to the relevant operation. Similarly, when the object 
accesses the operation which is provided by the image 
scanner control object and is used to obtain the infor- 
mation of the image scanner 18, the actual status infor- 
mation or the like of the Image scanner 18 can be ob- 
tained. 

[0056] The printer control object 43 and image scan- 
ner object 44 are called resident agents here. That is, 
after the Image processing apparatus 1 was activated, 
the interpreter first automatically forms, initializes, and 
activates the resident agents. The resident agents exist 
during the operation of the image processing apparatus 
1 (there is an infinite loop in a live operation, which will 
be explained hereinlater). The resident agents provide 
various operations to control the printer to the other ob- 
jects, thereby enabling the other objects to perform var- 
ious image processes by combining those operations. 
[0057] In Fig. 4. reference numerals 41 and 42 denote 
objects to play roles as agents of a certain image proc- 
ess and are called OA mobile agents here. The OA mo- 
bile agent is an object having a nature such that it is 
moved between the client and OA apparatus connected 
to the network. In the command train, the OA mobile 
agent accesses the operation (hereinafter, referred to 
as a "go operation") which denotes "movement". 
[0058] When the "go operation" is detected during the 
execution of the interpretation of the command train of 
the OA mobile agent, the interpreters in the image 
processing apparatus 1 and clients 3 and 8 in Fig. 1 en- 
code the data ot the relevant object and the command 
train by using the object encoder. In this instance, the 
interpreter transfers the network packet formed by en- 
coding to an apparatus designated by an argument of 
the "go operation", for example, to the interpreter of the 
innage processing apparatus 1. 
[0059] The interpreter 45 of the image processing ap- 
paratus 1 receives the transferred packet and decodes 
the packet by using the object decoder. Thus, the com- 
mand train of the object and the data are developed into 



the memory space that is managed by the interpreter 
45 and, further, the object becomes a target of schedul- 
ing of the object scheduler. 

[0060] Data showing the location of a command to be 
executed subsequently to the relevant object is also In- 
cluded in the data of the object. Therefore, in the object, 
the command that is first executed by the interpreter on 
the transfer destination side is the command next to the 
command which was finally executed by the interpreter 
on the transfer source side. 

[0061] The mobile agents 41 and 42, consequently, 
execute the processes described by the command train 
while moving among the image processing apparatus 1 
having the execution environment (interpreter) of the 
object and the clients 3 and 8 or the like. 
[0062] In the command train of the object which can 
be executed by the interpreter 45, an operation defining 
processes necessary to initialize itself (hereinafter, such 
an operation is called an "initialize operation") exists. 
When the object is formed, the interpreter 45 first exe- 
cutes the "initialize operation", 
[0063] In the command trains of the mobile agents 41 
and 42 or resident agents 43 and 44, there is an oper- 
ation defining a series of processes which are executed 
while itself exists (hereinafter, such an operation is 
called a "live operation"). After the object was initialized, 
the interpreter executes the "live operation". When the 
execution of the command train defined in the "live op- 
eration" of the object is finished, the interpreter extin- 
guishes The object and releases a whole memory area 
used for the object. 

[0064] To enable the OA mobile agent to dialogue with 
another agent, the mobile agent has to get a reference 
to a partner agent prior to it. In this operation, in the com- 
mand train of the object, a dialogue request operation 
(hereinafter, referred to as a "meet operation") that is 
provided by the interpreter is accessed. Identification in- 
formation (ID infornnation) to designate the object of the 
partner to enter an interactive operation is included in 
an argument of the "meet operation". 
[0065] The ID information to designate the object is 
information showing conditions to specify the object and 
includes, for example, a unique object identifier, an iden- 
tifier of a class to which the object belongs, or the like. 
[0066] When the "meet operation" is successfully 
completed, the mobile agent can obtain the reference 
to the partner agent. By using it, the operation of the 
partner agent can be executed. That is, an interactive 
operation of the message can be perfomned. 
[0067] For example, in Fig. 4, when the mobile agent 
41 or mobile agent 42 moved from the other apparatus 
meets the printer control object 43 or image scanner ob- 
ject 44 as a resident agent, the public operation can be 
accessed by accessing to the open data of the partner 
agent 

[0068] Therefore, the mobile agent 41 or 42 formed 
in the client 3 in Fig. 1 moves to the image processing 
apparatus 1 and can directly make a dialogue with the 
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printer control object 43 or image scanner control object 
44 of the image processing apparatus 1 without using 
the network. Thus, the OA mobile agent can execute a 
desired process, namely, an image reading by the scan- 
ner or an image recording by the image processing ap- 
paratus 1 , The user can allow the image processing ap- 
paratus 1 to execute various image processes by freely 
forming an OA mobile agent in the client 3. Particularly, 
although the image processing function installed in the 
image processing apparatus is relatively fixed in the 
conventional technique, according to the embodiment, 
the image processing function installed in the image 
processing apparatus 1 is expanded by forming the OA 
mobile agent. 

[0069] The operation of the invention will now be de- 
scribed hereinbelow with reference to flowcharts of Fig. 
6 and subsequent diagrams. The image recording will 
be described as an example hereinbelow. However, it 
will be obviously understood that the processes such as 
an image reading by the scanner and the like can be 
also executed by a similar control. 
[0070] First, Fig. 6 is a flowchart showing a processing 
procedure of the OA mobile agent in the case where the 
image recording is performed by using the OA mobile 
agent according to the embodiment when a use fre- 
quency is low. 

v[P^7^f'] in step S61 , the OA mobile agent formed 
'by-the cliint 3 opens a file which should be printed and 
was designated by the user from the local file system of 
the client and stores it as own data. 
P[do^2]^In subsequent step S62, the image processing 
' apparatus 1 is set to a destination and the OA mobile 
agent moves to the interpreter on the image processing 
apparatus by the "go operation'. In this Instance, the 
command train of the OA mobile agent and the data to 
be printed are encoded as shown in Fig. 5 and trans- 
ferred to the image processing apparatus. When the 
movement of the OA mobile agent is completed, the in- 
terpreter on the client 3 deletes the OA mobile agent 
object from an internal table and releases resources 
such as a memory space and the like used by the object. 
[[0073] ^ In step S63, the OA mobile agent moved to the 
-image processing apparatus 1 is decoded by the inter- 
preter 45 of the image processing apparatus 1 and the 
processes are started. The OA mobile agent requests 
the interpreter 45 to make a dialogue with the printer 
control object which is resident in the image processing 
apparatus 1 . 

[0074] In step S64, an average use frequency getting 
operation that is provided by the printer control object 
44 is accessed, thereby obtaining the latest average use 
frequency of the printer engine. 
[0075] In step S66, a result of the latest average use 
frequency is compared with a predetermined use fre- 
quency, thereby discriminating whether the latest use 
frequency is sufficiently low or not. For example, if the 
obtained average use frequency of latest one hour is 
equal to a few times/hour and a constant of a threshold 



value embedded in the command train is equal to 0.5 
time/hour, this discrimination result is false and step S65 
follows. 

[0076] In step S65, the execution is paused for a wait- 
5 ing time (for example, 30 minutes) embedded in the 
command train by "sleep" as a built-in operation. After 
the elapse of the execution pause time, the execution 
of the command train is restarted and the processing 
routine is returned to step S64. The getting and discrim- 
10 ination of the latest average use frequency are re-exe- 
cuted. 

[0077] In the discrimination in step S66, for example, 
if the average use frequency of latest one hour is equal 
to zero time and the constant of the threshold value em- 

15 bedded in the command train is equal to 0.5 time/hour, 
this discrimination result is true and step S67 follows. 
[0078] In step S67, a print request operation of the 
printer control object 44 is accessed by using the print 
data (stored by the client 3) stored as data of the mobile 

20 agent in step S62 as an argument. Thus, the process 
by the print request operation of the printer control object 
is executed by the printer 17 and the print data is printed. 
Although the print data has an arbitrary format, for in- 
stance, a PDLsuch as PostScript or LIPS is considered, 

2S [0079] When the process in step S67 is completed, 
the "live operation" is finished, the interpreter 45 deletes 
the mobile agent object from the internal table and re- 
leases the resources such as a memory space and the 
lik e us ed by the object. 

30 '^[S080]J~ As mentioned abc^e^ by trarism^^^^ print / 

\ dSfSTSIRfSl^rmo'b^ print, 
ring p^^^^ to the irriage processing apparatus 1, the 
' client 3 can print after that without directly performing/ 
' 'i^n interactive operation to the image processing appa- 

35 ratus 1. Moreover, according to the processes shown in 
Fig. 6, a fine process which needs the discrimination 
based on the status of the image processing apparatus 
such that the print data of a low priority is automatically 
printed for a period of time during which the image 

40 processing apparatus 1 is free is easily realized and the 
communication between the client 3 and image, 
pYocessing apparatus 1 is never necessary during this 
process. 

[0081] Subsequently, Fig. 7 is a flowchart showing a 
45 processing procedure of the OA mobile agent in the 
case where the image recording is performed by using 
the OA mobile agent according to the embodiment when 
there are an enough amount of papers. 
[0082] First in step S71 , the OA mobile agent formed 
so by the client 3 opens a file which should be printed and 
was designated by the user from the local file system of 
the client and stores it as own data. 
[0083] Subsequently in step S72, the image process- 
ing apparatus 1 is set to a destination and the OA mobile 
55 agent moves to the interpreter on the image processing 
apparatus by the "go operation". In this instance, the 
command train of the OA mobile agent and the data to 
be printed are encoded as shown in Fig. 5 and trans- 
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terred to the image processing apparatus. When the 
movement of the OA mobile agent Is completed, the in- 
terpreter on the client 3 deletes the OA mobile agent 
object from the internal table and releases the resources 
such as a memory space and the like used by the object. 5 
[0084] In step S73, the OA mobile agent moved to the 
Image processing apparatus 1 is decoded by the inter- 
preter 45 of the Image processing apparatus 1 and the 
processes are started. The OA mobile agent requests 
the interpreter 45 to perform an interactive operation to 
the printer control object which is resident in the image 
processing apparatus 1 . 

[0085] In step S74, a remaining amount o1 the print 
papers is calculated by using the operation that Is pro- 
vided by the printer control object. In step S76, a check 
Is made to see it an amount of papers is sufficient to 
print. If there is an enough paper amount (YES in step 
S76), a printing process is performed in step S77. 
[0086] If the amount of papers is insufficient to print 
(NO in step S76), in step S65, the execution is paused 
for the waiting time (for example, 30 minutes) embedded 
In the command train by "sleep' as a built-in operation. 
After the elapse of the execution pause time, the exe- 
cution of the command train is restarted and the 
processing routine is returned to step S74. 
[0087] As shown in the processes of Fig. 7, the client 
3 transmits the print data and the OA mobile agent which 
substitutes its process to the image processing appara- 
tus 1 , so that the print data can be automatically printed 
after that without an interactive operation between the 
client 3 and image processing apparatus 1 by waiting 
until an enough amount of papers are supplemented to 
the printer. 

[0088] Fig. 8 is a flowchart showing a processing pro- 
cedure of the OA mobile agent in the case where a re- 
cording output is performed at a designated time by us- 
ing the OA mobile agent according to the embodiment 
Since steps S81 to S83 are similar to steps S61 to S63 
In Fig. 6, their descriptions are omitted. 
[0089] In step S84, the current time is obtained from 
a timer circuit (not shown) in the image processing ap- 
paratus 1 . In step S86, the OA mobile agent discrimi- 
nates whether the print time designated by the com- 
mand train has elapsed or not. If it elapses (YES In step 
S86), the printing process is performed in step S87. The 
print time is designated by the user by the printing op- 
eration from the client 3. 

[0090] As shown in processes in Fig. 8, the client 3 
transmits the print data and the mobile agent which sub- 
stitutes its process to the image processing apparatus 
1 , so that a large amount of print data, for example, can 
be automatically printed at midnight after that without an 
Interactive operation between the client 3 and image 
processing apparatus 1. 

[0091] Fig. 9 is a flowchart showing a processing pro- 
cedure of the OA mobile agent in the case where a re- 
cording output is performed by using the OA mobile 
agent according to the embodiment when a fixing tem- 



perature of the printer engine of the image processing 
apparatus 1 becomes an enough value. Since steps 
S91 to S93 are similar to steps S61 to S63 In Fig. 6, their 
descriptions are omitted. 

[0092] In step S94, a current temperature of the fixing 
unit 207 (Fig. 3) is obtained. In step S96, whether the 
temperature of the fixing unit 207 exceeds a tempera- 
ture designated by the command train or not is discrim- 
inated. If the fixing temperature is sufficiently high (YES 
in step S96), the printing process is performed. 
[0093] If the fixing temperature is Insufficient (NO in 
step S96), in step S95> the execution Is paused tor the 
waiting time (for example, 30 minutes) embedded in the 
command train by "sleep" as a built-in operation. After 
the elapse of the execution pause time, the processing 
routine is returned to step S94 to restart the execution 
of the command train. 

[0094] As shown In the processes of Fig. 9, the client 
3 transmits the print data and the OA mobile agent which 
substitutes its process to the image processing appara- 
tus 1 , so that the print data can be automatically printed 
after that without an interactive operation between the 
client 3 and image processing apparatus 1 , for example, 
by waiting until a preparation of the apparatus is com- 
pleted upon activation of the apparatus. 
[0095] The invention can be applied to a system con- 
structed by a plurality of equipment (for example, a host 
computer, interface equipment, a reader, a printer, etc. ) 
or can be also applied to an apparatus comprising one 
equipment (for instance, a copying machine, a facsimile 
apparatus, or the like). 

[0096] As shown in Fig. 10, it will be obviously under- 
stood that the object of the invention is accomplished by 
a method whereby a storage medium 1003 in which pro- 
gram codes of software to realize the functions of the 
embodiments mentioned above have been recorded Is 
supplied to an OA apparatus 1002 and a computer (or 
a CPU or an MPU) of the OA apparatus reads out and 
executes the program codes stored in the storage me- 
dium. 

[0097] As shown in Fig. 1 0, the object of the invention 
can be also accomplished by a method whereby the pro- 
gram codes of the software to realize the functions of 
the embodiments mentioned above are supplied from a 
server computer 1001 to the OA apparatus 1002 via a 
network, a public telephone line, or a cable and the com- 
puter (or a CPU or an MPU) of the OA apparatus 1002 
executes the supplied program codes. 
[0098] In this case, the program codes themselves 
read out from the storage medium realize the functions 
of the embodiments mentioned above and the storage 
medium in which the program codes have been stored 
and a server apparatus which transmitted the program 
codes construct the invention. 
[0099] Although the embodiments haye been shown 
with respect to an example in which the present program 
and associated data are directly loaded from the storage 
medium into the RAM and are executed, it Is also pos- 
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sible to use another method whereby the present pro- 
gram and associated data are once stored (installed) 
from an external storage medium such as an FD or the 
like to a hard disk as a non-volatile storage medium in 
an external memory and, when a control program for the 
data forming and transmitting processes is made oper- 
ative, they are loaded from the hard disk to the RAM. 
[0100] As a storage medium to supply the program 
codes, for instance, any one of a floppy disk, a hard disk, 
an optical disk, a magnetooptical disk, a CD-ROM, a 
CD-R, a magnetic tape, a non-volatile memory card, an 
ROM, and the like can be used. It will be also obviously 
understood that the invention includes not only a case 
where the functions of the embodiments mentioned 
above are realized by executing the readout program 
codes by the computer but also a case where the OS 
(operating system) or the like which operates on the 
computer executes a part or all of the actual processes 
on the basis of instructions of the program codes and 
the functions of the embodiments mentioned above are 
realized by those processes. 

[01 01 ] Fu rther, the invention also incorporates a case 
where the program codes read out from the storage me- 
dium are written into a memory provided in a function 
expanding board inserted in a computer or a function 
expanding unit connected to the computer and, after 
that, a CPU or the like provided for the function expand- 
ing board or function expanding unit executes a part or 
all of the actual processes on the basis of instructions 
of the program codes, and the functions of the embod- 
iments mentioned above are realized by those process- 
es. 

[0102] As described above, according to the embod- 
iments, the client 3 transmits the print data and the mo- 
bile agent which substitutes its process to the image 
processing apparatus 1, so that the fine processes 
which need the discrimination based on the status of the 
image processing apparatus can be easily perfonTied 
after that without an interactive operation between the 
client 3 and image processing apparatus 1. 
[0103] As processes by the discrimination based on 
the status of the image processing apparatus 1, "^he 
processes are performed when the use frequency of the 
image processing apparatus is low" (Fig. 6), "the proc- 
esses are performed when an amount of papers is suf- 
ficient" (Fig. 7), and "the processes are performed when 
the designated print time comes" (Fig. 8), and (the proc- 
esses are performed when the temperature of the fixing 
unit 207 is higher than the designated temperature' (Fig. 
9) have been shown. However, the control that can be 
executed by the OA mobile agent in the OA apparatus 
on the movement destination side is not limited to the 
foregoing control. 

[01 04] For example, as another method, upon execu- 
tion ot the OA mobile agent, it is possible to take a dy- 
namic countermeasure such that by referring to version 
information or the like of the interpreter of the image re- 
cording apparatus or the printer control object, the print- 



er engine is controlled by a different method in accord- 
ance with each version. That is, desired various controls 
can be performed by the OA mobile agent and it shows 
high expandability of the printer function. 

5 [0105] Although the image recording has been de- 
scribed above as an example, the process such as an 
image reading by the scanner or the like can be also 
obviously executed by a similar control. In this case, the 
OA mobile agent moved from the client allows the scan- 

10 ner control object to perfomri the image reading opera- 
tion by the scanner by the "meet operation" and also 
enables the read-out image data to be transmitted to the 
client 3 by the "go operation". 
[01 06] It is also obviously possible to allow the OA mo- 

15 bile agent to perform various converting processes for 
the image data, for example, arbitrary converting proc- 
esses such as a zoom of an image, halftone process, 
conversion of an image file format, and the like besides 
the recording and reading operations of the image. 

20 [01 07] Further, in the embodiments, while the OA mo- 
bile agent is perfomriing the printing process by the im- 
age recording apparatus, there is no need to continue 
the connection between the client and the image record- 
ing apparatus, so that the traffic on the network can be 

25 reduced. 

[0108] The interpreter can execute the recording 
process without depending on the operating system of 
the client and the image recording apparatus so long as 
there is a compatibility between the client and the image 

30 recording apparatus. 

[0109] Moreover, in the conventional technique, al- 
though expandability is low because the command train 
itself to perform the printer control has fixedly been 
stored in the image recording apparatus, an arbitrary 

35 command train can be executed by the OA mobile agent 
by using the operation or the like which is provided by 
the interpreter of the image recording apparatus and the 
resident object. 

[0110] By referring to the version information* or the 
40 like of the interpreter of the image recording apparatus 
and the printer control object, it is possible to take a dy- 
namic countermeasure such that the printer engine is 
controlled by the method corresponding to each version 
or the like. 

45 [0111] According to the embodiments, the remote cli- 
ent 8 or the like in Fig. 1 can also control the image 
processing apparatus 1 through the network such as a 
wide area network or internet. 
[0112] Further, even if the client and the image record- 
so ing apparatus are intemnittently connected, the printing 
process can be sufficiently performed. Therefore, even 
if the remote client 8 is connected to the image recording 
apparatus by the dial-up type network connection, the 
control of the image processing apparatus 1 can be suf- 
5S ficiently and easily performed. 

[0113] According to the invention as described above, 
a desired image processing service can be sufficiently 
and easily executed while minimizing the connection 
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time between the client and the OA apparatus and the 
interactive communication between the client and the 
OA apparatus. Further, by transmitting the command 
train to control the OA apparatus from the client, there 
are effects such that a flexible control more than that in 
the conventional system can be performed and the ex- 
pandability of the OA apparatus increases. 
[0114] The present invention is not limited to the 
above embodiments and various changes and modifi- 
cations can be made within the spirit and scope of the 
present invention. Therefore, to appraise the public of 
the scope of the present invention, the following claims 
are made. 



Claims 

1. An image processing apparatus for receiving an 
agent including an operation train via a network and 
allowing an image processing unit to execute image 
processes, comprising: 

control means for controlling said image 
processing unit; 

interpreting means for interpreting said opera- 
tion train of said agent; and 
message output means for outputting a mes- 
sage to said control means in response to said 
operation train interpreted by said interpreting 
means. 

2. An apparatus according to claim 1 , wherein said 
control means controls said image processing unit 
in accordance with said message outputted by said 
message output means. 

3. An apparatus according to claim 1, wherein said 
agent includes data. 

4. An apparatus according to claim 3, wherein said 
control means allows said image processing unit to 
perform image processes by using said data of said 
agent in accordance with said message outputted 
by said message output means. 

5. An apparatus according to claim 1, wherein said 
control means allows Information of said image 
processing unit to be outputted in accordance with 
said message outputted by said message output 
means. 

6. An apparatus according to claim 2, wherein said 
control means controls said image processing unit 
on the basis of an operation train of a control agent 
including said operation train. 

7. An apparatus according to claim 6, wherein said 
control agent is resident in said image processing 



apparatus. 

8. An apparatus according to claim 1 , further compris- 
ing: 

5 

a plurality of image processing units; and 
said control means provided for each of said 
inoage processing units. 

10 9. An apparatus according to claim 1 , wherein 

an identifier to identify said control means Is 
added to said operation train, and 
said message output means outputs said mes- 
15 sage to said control means shown by said iden- 

tifier. 

1 0. An apparatus according to claim 1 , further compris- 
ing transmitting means for transmitting said agent 

20 to another apparatus via the network, and 

wherein said operation train includes an oper- 
ation to move said agent to the other apparatus 
by said transmitting means. 

2$ 

11. An apparatus according to claim 1 , wherein said op- 
eration train of said agent includes an operation to 
use data which was image-processed by said im- 
age processing unit as said data of said agent. 

30 

1 2. An apparatus according to claim 1 , wherein said op- 
eration train of said agent includes an operation of 
a conditional loop. 

35 13. An apparatus according to claim 1 , wherein said op- 
eration train of said agent includes an operation of 
a condition branch. 

14. An apparatus according to claim 1, wherein, said 
40 agent has a pointer to indicate a certain operation 

in said operation train. 

15. An apparatus according to claim 14. wherein 

45 said interpreting means interprets the operation 

indicated by said pointer, and 
after the interpretation of said operation was 
finished, said pointer indicates a next opera- 
tion. 

so 

16. An apparatus according to claim 1. wherein when 
the interpretation of a series of operation train in the 
operation train of said agent is finished, said inter- 
preting means extinguishes said agent. 

55 

17. An apparatus according to claim 1 , wherein said in- 
terpreting means interprets a plurality of said agents 
in parallel. 
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said control step provided for each of said im- 
age processing units. 

30. A method according to claim 23, wherein 

5 

an identifier to identify said control step is add- 
ed to said operation train, and 
in said message output step, said message is 
outputted to said control step shown by said 
10 identifier. 

31 . A method according to claim 23, further comprising 
a transmitting step of transmitting said agent to an- 
other apparatus via the network, and 

75 

wherein said operation train includes an oper- 
ation to move said agent to the other apparatus 
by said transmitting step. 



18. An apparatus according to claim 1 , further compris- 
ing decoding means for decoding said encoded 
agent which was received via the network. 

19. An apparatus according to claim 10, further com- 
prising encoding means for encoding said agent, 
and wherein said transmitting means transmits said 
encoded agent. 

20. An apparatus according to claim 1 , wherein said im- 
age processing unit is an engine controller. 

21 . An apparatus according to claim 1 , wherein said im- 
age processing unit is a printer engine. 

22. An apparatus according to claim 1 , wherein said im- 
age processing unit is a scanner engine. 

23. A control method of receiving an agent including an 
operation train via a network and allowing an image 
processing unit to execute image processes, com- 
prising: 

a control step of controlling said image process- 
ing unit; 

an interpreting step of interpreting said opera- 
tion train of said agent; and 
a message output step of outputting a message 
to said control step in response to said opera- 
tion train interpreted by said interpreting step. 

24. A method according to claim 23. wherein in said 
control step, said image processing unit is control- 
led in accordance with said message outputted by 
said message output step. 

25. A method according to claim 23. wherein said agent 
includes data. 

26. A method according to claim 25, wherein in said 
control step, said innage processing unit is allowed 
to perform image processes by using said data of 
said agent in accordance with said message out- 
putted by said message output step. 

27. A method according to claim 23, wherein in said 
control step, information of said image processing 
unit is outputted in accordance with said message 
outputted by said message output step. 

28. A method according to claim 24, wherein in said 
control step, said image processing unit is control- 
led on the basis of an operation train of a control 
agent including said operation train. 

29. A method according to claim 23, further comprising: 

a plurality of image processing units; and 



20 32. A method according to claim 23. wherein said op- 
eration train of said agent includes an operation to 
use data which W9s image-processed by said im- 
age processing unit as said data of said agent. 

2S 33. A method according to claim 23, wherein said op- 
eration train of said agent includes an operation of 
a conditional loop. 

34. A method according to claim 23, wherein said op- 
30 eration train of said agent includes an operation of 

a condition branch. 

35. A method according to claim 23, wherein said agent 
has a pointer to indicate a certain operation in said 

35 operation train. 

36. A method according to claim 35, wherein 

' in said interpreting step, the operation indicated 
40 by said pointer is interpreted, and 

after the interpretation of said operation was 
finished, said pointer indicates a next opera- 
tion. 

45 37. A method according to claim 23, wherein when the 
interpretation of a series of operation train in the op- 
eration train of said agent is finished, said agent is 
extinguished in said interpreting step. 

50 38. A method according to claim 23, wherein a plurality 
of said agents are interpreted in parallel in said in- 
terpreting step. 

39. A method according to claim 23, further comprising 
55 a decoding step of decoding said encoded agent 

which was received via the network. 

40. A method according to claim 31 , further comprising 
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an encoding step of encoding said agent, and 
wherein said encoded agent is transmitted In said 
transmitting step. 

41. A method according to claim 23, wherein said im- 
age processing unit is an engine controller. 

42. A method according to claim 23, wherein said im- 
age processing unit is a printer engine. 

43. A method according to claim 23, wherein said im- 
age processing unit is a scanner engine. 

44. A storage medium in which a control program tor 
receiving an agent including an operation train via 
a network and allowing an image processing unit to 
execute image processes has been stored, wherein 
said control program comprises: 

a control step of controlling said image process- 
ing unit; 

an interpreting step of interpreting said opera- 
tion train of said agent; and 
a message output step of outputting a message 
to said control step in response to said opera- 
tion train interpreted by said interpreting step. 

45. A medium according to claim 44, wherein In said 
control step, said image processing unit is control- 
led in accordance with said message outputted by 
said message output step. 

46. A medium according to claim 44, wherein said 
agent includes data. 

47. A medium according to claim 46, wherein in said 
control step, said image processing unit is allowed 
to perform image processes by using said data of 
said agent in accordance with said message out- 
putted by said message output step. 

48. A medium according to claim 44, wherein in said 
control step, information of said Image processing 
unit is outputted in accordance with said message 
outputted by said message output step. 

49. A medium according to claim 45, wherein in said 
control step, said image processing unit is control- 
led on the basis of an operation train of a control 
agent including said operation train. 

50. A medium according to claim 44, wherein said con- 
trol program further comprises: 

a plurality of image processing units; and 
said control step provided for each of said Im- 
age processing units. 



51. A medium according to claim 44, wherein 

an identifier to Identify said control step is add- 
ed to said operation train, and 
5 in said message output step, said message is 

outputted to said control step shown by said 
identifier. 

52. A medium according to claim 44, wherein said con- 
10 trol program further comprises a transmitting step 

of transmitting said agent to another apparatus via 
the network, and 

said operation train includes an operation to 
IB move said agent to the other apparatus by said 

transmitting step. 

53. A medium according to claim 44, wherein said op- 
eration train of said agent includes an operation to 

20 use data which was image-processed by said im- 
age processing unit as said data of said agent. 

54. A medium according to claim 44, wherein said op- 
eration train of said agent includes an operation of 

25 a conditional loop. 

55. A medium according to claim 44, wherein said op- 
eration train of said agent includes an operation of 
a condition branch. 

30 

56. A medium according to claim 44, wherein said 
agent has a pointer to indicate a certain operation 
in said operation train. 

35 57. A medium according to claim 56, wherein 

in said interpreting step, the operation indicated 
by said pointer is interpreted, and 
after the interpretation of said operation was 
40 finished, said pointer indicates a next opera- 

tion. 

58. A medium according to claim 44, wherein when the 
interpretation of a series of operation train in the op- 

45 eration train of said agent is finished, said agent is 
extinguished in said interpreting step. 

59. A medium according to claim 44, wherein a plurality 
of said agents are interpreted in parallel in said in- 

50 terpreting step. 

60. A medium according to claim 44, wherein said con- 
trol program further comprises a decoding step of 
decoding said encoded agent which was received 

55 via the network. 

61 . A medium according to claim 52, wherein said con- 
trol program further comprises an encoding step of 
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encoding said agent, and 

said encoded agent is transmitted in said trans- 
mitting step. 

5 

62. A medium according to claim 44, wherein said im- 
age processing unit is an engine controller. 

63. A medium according to claim 44, wherein said im- 
age processing unit is a printer engine. to 

64. A medium according to claim 44, wherein said im- 
age processing unit is a scanner engine. 

65. A method of remotely controlling a data processing 
apparatus comprising the steps of: 

transmitting an agent to the apparatus via a net- 
work, and operating a control means of the ap- 
paratus in accordance with an operation train 20 
and data included in said agent. 

66. A signal encoding an agent transmitted via a net- 
work to a data processing apparatus for operating 

a control means of the apparatus in accordance 2S 
with an operation train and data included in said 
agent. 
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